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Cross- Port/ Protocol XSS
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Cross- Port XSS
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Cross- Protocol XSS
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Cross- Protocol XSS

POST / HITP/1.1

Tdalfdig2304b0

form-data; name=

kie)

0 ProFTPD 1.3.1 Server (ProFTPD)
POST not understood
ACCEPT:

noLnoLnoon

L

ACCEPT-ENCODING: not understood
HOST: not understood
CONTENT-LENGTH: not understood
not understood
CONTEOL: not understood
TDARIFD182304
ISPOSITION: ot understoo

wown

L
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Fortinet  Fortigate  (XSS)
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Fortinet  Fortigate  (XSS)
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T EXpiorer ..

W
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2 v B v d=& v :)Page v () Tools v

Triguba apsauga
Ispéjimas:
Atsismusti faila " pif" draudziama.
Faila bandéte atsismusti is:

URL = http://www_google.com/%3Cbody%20onload%3Dalert('fail )%3E pif

& &) Internet | Protected Mode: Off

http://www.critical.lt/blogs/showugniasienessnaudojimas
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Astaro Security Gateway (XSS)

A7AA EEI OOAO OOEI T £ECI
OAI OEEO&4 52,

A" AT AAT O DPAOEAEOE OL A
EI AEAT O DPOAT AHEI AO

A. ADAEAT EAI AO Z£EI OOAO
AOOAEUAOI EAT O 52, EI /
A IE6/7 URL kodavimo ypatumai (', ", <, >
nekoduojami)


http://www.0f.lt/

security égs /

| Astaro Security Gateway (XSS)

IQ http:,l',l'www.g-:u:ugle.cu:um,l'?evil=y-:uutube.cnm&nwn="sty|e="xssj *+ || A | |Bing

it Miew Faworites  Tools  Help

& Content blocked

SasCarR0O

Astaro Security Gateway Version 7 httpefPeewewe, astaro.comn
r! b

While trying to retrieve the URL:

i x
The content Windows InternERECEIN. 3 f wiou think, this

Your cache : ! '-_., PREF=IC=7ed0015fe45debad: TM=1259005545:LM=1259005545: S=vMNCASM 74K I 2MEHU
L]

|
T [ [ @
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€& samy's geolocation proof of concept - Windows Internet Explorer —
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Status:302Found
Locationt \127.00.1\sharedevil.html
A HTML irdJavaScripkodas bus vykdomas
127.0.0.1kontekste

http://www.blackhat.com/presentations/bifdc-10/Medina Jorge/BlackHdDG2010Medina
Abusinginsecurefeaturesof-lnternet-Explorerslides.pdf
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nuskaitymas)

=10l %]

Attack Centre | HTTP Co : 3 Stealer Google Gears i ale = A :Page | About

Yictims

en Data

please wait
*“Web and DONS server started
*Initislisation complete.. ready for actionll]
* 5MB sniffer started
*MNew victim has connected. |F: 192.168.1.3
* Started transferring chewva jpg from 192.166.1.3
* Completed transterring chevajpg from 192.168.1.3
* Started transferring c\bootini from 192.168.1.3
* Completed transterring c\bootini from 1921681 .3
* Started transferring C\Documents and Settings\indexc html from 192.168.1.3
* Completed transferring CA\Documents and Settingsiindex.html from 192 168.1.3
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