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Privilege escalation

Windows:
Guest->administrator
Guest->user
User->administrator
Administrator->LocalSystem
LocalSystem->Kernel mode
Unix:
Nobody->User
Nobody->root

nobody privilegijy iSnaudojimas
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Langail ir pingvinai

Privilegijy kélimasis Windows ir Unix sistemose panasus:

Exploit’ai

Rootkit ai

Buffer overflow
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http://www.milw0rm.com/
http://www.exploit-db.com/
http://www.exploit-db.com/
http://www.exploit-db.com/
http://www.metasploit.com/
http://packetstormsecurity.org/UNIX/penetration/rootkits/

Hack’as langinese (Guest/user->administrator)

SAM ir SYSTEM registro lauzimas (Proactive Password Auditor)
SAM Sifruojamas NTLM, silpnoji grandis LM hash’as:

ACSII simboliai pakeiCiami didziaisiais

Reik§mé skaldoma po 7 ACSII simbolius

DreamPackPL:

Jrankis apeinantis Win 2000/XP admin slaptazod;]
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http://depositfiles.com/ru/files/395974

'ﬁ, Proactive Password Auditor —

_ ol x|
Project Edit Recovery ©Options Help
v _ Q) QA KL LD O o

N -l R KSR |@*'
jﬂ\tta[:k type: & Brute-force & Maszk ™ Dictionary " Rainbow LM attack j

Hazhes Bruteforce attack |

Bruteforce attack optionz

[~ Al Printable Bothcases 7] Password length  min [1 j max [7 :Il

™ Special [@...] [T Custom charset [Tefie.. | Passwords ranges: Edit... |

Uzer name = Uzer I Computer Hazh type Fazzword Audit time Status Drescriptic
O &sPMET 1005 Lkd+MTLHM TR Account
O Adminizsteator R0 Lbd+MTLR SHEFAS 7 min 40 zec Built-in ac
[ Guest 50 Lemphys Account iz dizabled Built-in ac
O Helpéssistant 1000 LbA+M T Lk WEEREEErRTN Azcount iz dizabled Account
[ SUPPORT_3... 1002 MTLM TETR Account iz dizabled Thiziz a:
[ egzaminas 1007 Lhd+MTLK egzaminas 0 zec Account iz dizabled EgZamirL
O sveciaz 1006 Lbd+MTLR EYECias 0 zec Account iz dizabled
1| | ~

Timestamp  kMeszage ;I

i) 12032009133603  Curent user has administrator rights
i.?' 12032009 1336:03  Current uzer has privilege to debug programs
j,.-’ 12.03.200913:39:27  Loading project fronm File K —_—— i
i.?' 12032008 123927 Project file succezshully lnaded. -

Proactive Password Auditor, Copyright © 2003-2008 ElcomSoft Co.Lkd,




Hack’as langinese (Administrator->LocalSystem)

Logon screensaver teisiy iSnaudojimas:
LocalSystem, jei WIn<NT 5.0
LocalService, jei Win>=NT 5.0

Shedule tasks:
At TIME /option (Interactive) “cmd.exe”

ISbandyta ant Win Server 2003 SP2
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Kernel mode??

32bit’y Intel procesorius turi keturis saugumo lygmenis
Windows naudoija tik du (ringO ir ring3)

VISOS programos, dauguma virusy ir pan. — ring3
Windows kernel’is — ring0

Kernel mode (ring0) — Dievo rezimas
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Hack’as langinese (LocalSystem->kernel mode)

Oficialus badas: Tvarkyklés
Blogali, nes yra sunkios
Hack badas: CPU lenteliy perraSymas
Gerai, nes uzima nedaug kodo
Naudoja virusai/trojanai
Veikimas — specialaus “Sliuzo” jraSymas j vieng iS CPU sisteminiy lenteliy
Reikalingas priéjimas prie \Device\PhysicalMemory

Pvz.: phide (
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http://vx.netlux.org/vx.php?id=ep12

Zaidimas Unix sistemose

WEB hacking — Apache teisés sistemoje
Populiariausi metodai: Buffer overflow, exploits
Daznai pasitaiko neteisingas privilegijy paskirstymas sistemoje

Nobody — tai jau Sis tas! (Pvz. Proxy serveris)
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http://www.3proxy.ru/download/




