KAIP TAPTI HAKERIU: JUOKAIS IR RIMTAI
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,hakeris“ yra:
Kazkas gaminantis baldus kirviu?

Kietas programmeris?

Kazkokio vieno dalyko ekspertas (kernel hacker)?

Kazkas mégstantis intelektualius iSbandymus?

Zmogus randantis nestandartinius sprendimus?
?

Informacijos saugumo ekspertas

Asmuo vykdantis nusikaltimus naudodamas IT?
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404 ATSAKYMAS NERASTAS?




T DONT GET \T. \T8 JUST
A GUY STARING KT A COMPUTER

FOR TWENTY SECONDS.

THKTS
p TIME-LAPSE
VIDEO OF TWO
WEEXS.
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pLolez hacking,




MOTYVACIJA

«  Hakeriu“ tampama: When vvorlg feels
overwhelming,

* Geriau pradeéti anksciau,

bet tai ne auksiné taisyklé remember that

you're going to die.

* Lytis, issilavinimas, akiy
spalva didelés jtakos
neturi

* Reikalavimai:

* Tai kg ketini daryti turi buti naturaliai jdomu

* 1S dalies pamirsti tai ko moké mokykloje, universitete ar
,hakingo kursuose” ir zinias pasiimti PACIAM

» ,Hakeriskas mastymas / logika“

* DAUG laiko, noroirenergijos
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A problem has been detected and windows has been shut down to prevent damage
tO your computer.

DRIVER_IRQL_NOT_LESS_OR_EQUAL
If this is the first time you've seen this Stop error screen,

restart your computer, If this screen appears again, follow
these steps:

Check to make sure any new hardware or software I:’}
If this is a new installation, ask your hard..
for any windows updates you might need. ’f;"-

herly installed.
ware manufacturer
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If problems continue, disable or remove any
or software. Disable BIOS memory options sug
If you need to use Safe Mode to remove g
your computer, press F8 to select Af
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Norint kazkg nuveikti reikia zinoti k3 ir kaip
galima nuveikti

Reikalingos Zinios:

1. Informacija yra Internete

2. Ja reikia surasti

3. Ja reikia suprasti

4. Ja reikia pritaikyti

P.S. Norint imtis sudétingy dalyky reikia suvokti paprastus
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Pasiulymas pradziai: WEB saugumas

* Pazeidziamumuy klasés yra gerai Zinomos ir gerai dokumentuotos
* Nesudeétinga eksperimentuoti

* Tereikia narsyklés :)

Naudingi Saltiniai:

* OWASP testing guide:

*  OWASP Broken WebApp security project:

Dar ~20 panasiy projekty:



https://www.owasp.org/index.php/Category:OWASP_Testing_Project
https://www.owasp.org/index.php/Category:OWASP_Testing_Project
https://www.owasp.org/index.php/OWASP_Broken_Web_Applications_Project
https://www.owasp.org/index.php/OWASP_Broken_Web_Applications_Project
https://www.owasp.org/index.php/OWASP_Broken_Web_Applications_Project
http://punter-infosec.com/tag/vulnerable-web-applications
http://punter-infosec.com/tag/vulnerable-web-applications
http://punter-infosec.com/tag/vulnerable-web-applications
http://punter-infosec.com/tag/vulnerable-web-applications
http://punter-infosec.com/tag/vulnerable-web-applications
http://punter-infosec.com/tag/vulnerable-web-applications
http://punter-infosec.com/tag/vulnerable-web-applications
http://punter-infosec.com/tag/vulnerable-web-applications

WE NEED TO GO
DEEPER

Darmnmn Vulmnerable Linus

Damn vulnerable linux:

* Senos apache, PHP ir pan. versijos
* Klaidinga konfigtracija

* Reikalingi jrankiai

* Gatavos pamokos/scenarijai!
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http://distrowatch.com/table.php?distribution=dvl
http://distrowatch.com/table.php?distribution=dvl

METASPLOITABLE

ﬂil'A 5 \‘\.\\\

Tinka i$bandyti metasploit funkcionalumag i@ e
. Ubuntu 8.04 Vi

* Tomcat 5.5

* Distcc, tikiwiki ir pasenes MySQL

Youtube:



http://blog.metasploit.com/2010/05/introducing-metasploitable.html
http://blog.metasploit.com/2010/05/introducing-metasploitable.html
http://blog.metasploit.com/2010/05/introducing-metasploitable.html
http://blog.metasploit.com/2010/05/introducing-metasploitable.html
http://www.youtube.com/results?search_query=metasploitable&aq=f
http://www.youtube.com/results?search_query=metasploitable&aq=f

NAUDINGI RESURSAI

* ISmanote kompiuteriy architektura ir norite ,ka nors
pareversinti“?

* Papildomai kazko naudingo (pvz. demonstracijy) galima
paieskoti ir

* Norite turéti jrankius ,po ranka“?

* Nepamirskime ir ,wargame‘y”



http://tuts4you.com/download.php
http://tuts4you.com/download.php
http://tuts4you.com/download.php
http://www.securitytube.net/
http://www.backtrack-linux.org/
http://www.backtrack-linux.org/
http://www.backtrack-linux.org/
http://www.backtrack-linux.org/
http://www.backtrack-linux.org/
http://www.overthewire.org/wargames/
http://www.overthewire.org/wargames/

Tolimesni patarimai

Susiraskite jums tinkanciy ir patinkanciy informacijos saltiniy.

Nepamirskite ir knygy — informacija ten gal ir ne naujausia, bet gerai
sistematizuota

Nedarykite klaidy — nepazeiskite jstatymuy, laikykités atokiau nuo
kreditiniy korteliy, realiy svetainiy lauzimo, DDoS ir kenksmingos
programinés jrangos kirimo/platinimo. Tai néra ,kieta” bei
neprideda jums tasky, taciau gali nuvesti j vietg kur jums galimai
pakeis orientacija.




L s EBO L HING

»ir p—ll )t S e




